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NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIMXCS 1J151 PASMEIIEHMS
HA O®PUIAAJIBLHBIX UHTEPHET-PECYPCAX

C KaJIpIM TOJIOM MOJIOICKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJIBHUKH
OJJHU W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEU, MHTEPHET HECET U MPOOJIEMBbI. JTa MaMsITKa
JIOJDKHA TOMOYh TeOe 0€3011acHO HaXOIUThCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTb KOMITBIOTEPHBIX MPOTPAMM,
OTIMYUTEIBHOW 0COOCHHOCThIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMyY, BUPYChl MOTYT MOBPEANTH WJIU MOTHOCTHIO YHUUTOXKUTh
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TI0JIB30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amynieHa 3apakeHHasi mporpamMma, a Takke MOBPEIUTh WM JaKe YHUYTOXKHUTH
OTIEpallMOHHYIO CHCTEMY CO BceMu daiiamu B 11eJoM. B OOJBIIMHCTBE cllydaeB
pacrpoCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MGTOI[BI 3al0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. Ucnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHO ycraHaBiauBail mnayTu (LUQPPOBbIE 3aMJaTKH, KOTOpHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIBI0 JOPAOOTKM MPOrpamMMbl) U ApPyrue
OOHOBJIEHUS CBOEH ONEepalMoOHHON cucTeMbl. CkaunBai UX TOJIBKO C O(UIIMATBLHOTO
caifra pa3paborunka OC. Ecnu cymecTByeT pekuM aBTOMaTHUYE€CKOr0 OOHOBJICHUS,
BKJIIOYH €r0;

3. Pabotaii Ha cBoeM KOMMBIOTEpPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpATOpa. OJTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnonp3yldi aHTUBHPYCHBIE IPOTPAMMHBIE NIPOIYKTBI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Mcnonb3yii BHELTHUE HOCUTENTU MH(POPMALIUU, TaKuE KaK (Ienika, IuCcK Uit
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTKpbIBali KOMMBIOTEpHBIC (DAMIIBI, TOJYYCHHBIE U3 HEHAIC)KHBIX
UCTOYHUKOB. Jlaxke Te (pailnbl, KOTOpbIEe NMpUciail TBOM 3HaKOMbIN. Jlyule yrounu



y HETO, OTIIPABJISUI JIU OH TeOe UX.
Ceru WI-FI

Wi-Fi - 310 He BUj niepeiaun JaHHBIX, He TEXHOJIOTHS, & BCErO JIUIIb OpEH]I,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
"WECA", uto o6o3Havasio cnoBocouetanue "Wireless Fidelity", xoTopslii
NEepPEBOAUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Hamero BpeMeHu Joluia apyras adbOpeBuaTypa, KOTopas SBJISETCS TaKOu
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO IaHO C
HAMEKOM Ha CTaHJIapT BhICIICH 3ByKOBOi TexHukU Hi-Fi, 4To B mepeBoje o3HavaeT
"BBICOKAsi TOYHOCTB .

Jla, 6ecruiaTHBIM MHTEPHET-AOCTYII B Kade, OTeIAX M a’poIopTax SBISCTCS
OTIIMIHOU BO3MOKHOCTHIO BBIX0/1a B HHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMU.

CogeTsbl 110 6€301acHOCTH PA0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOrO JHUHYIO HHpOpMAIHIO Yepe3 obeaocTymHbie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeILHO HE BBOJAWTH MAPOJH JTOCTYIIA, IOTHHBI H KaKUe-
TO HOMEDA;

2. Ucnonb3yil © OOHOBJSIA aHTUBUPYCHBIE ITporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30IaCHIllb Ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimtoun pynkiuio "O06mmii noctymn K daiinam
u npuHTepam". JlaHHas (yHKLIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJI30BaTENIM AKTUBUPYIOT €€ JIs Y00CTBA UCIIOIL30BaHuUs B padoTe Uiu yueoe;

4. He wucnonw3yét nyOonuunsii WI-FI 1is mepenauum JUYHBIX JaHHBIX,
HanpuMmep U1l BBIX0JA B COLIMAJIbHBIE CETU MJIN B JJIEKTPOHHYIO TOYTY;

5. Wcnonp3yit Toapko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun (yHkiuio "Tloakmouenne k Wi-Fi
aBromatuuecku". He nmomyckaili aBTOMaTW4yecKOro IMOAKIIOYEHUS YCTPOMCTBAa K
cetsim Wi-Fi 6e3 TBoero coriacus.

CounuajbHble CeTH
CoumayibHbI€ CETH aKTUBHO BXOJIST B HAIIly )KM3Hb, MHOTHE JIFOAU pabOTalOT U

JKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHLUIAAp]] YEIOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTeleH IIaHeThbl. MHOTHe IOJIb30BATEIIN HE



IIOHMMAKT, 4YTO I/IHqJOpMaI_II/IH, pasMCOICHHass MMHU B COOWAJIBHBIX CCTAX, MOIKCT
OBITH HafmeHa N HCIIOJIb30BaHA KEM YIroaHo, B TOM 4YHCJIC HC 00513aTeNIbHO C
OaruMu HaMCPCHUAMMU.

OcHoBHEBIE COBETHI 10 0€30IaCHOCTH B COIIMAJIbHBIX CCTAX:

1. Orpannyb cUCOK apy3el. Y TeOs B APY3bAX HE TOJDKHO OBITH CIIy4YalHbIX U
HE3HAKOMBIX JIFOJCH;

2. 3amuinaii cBoo YacTHyIo xu3Hb. He yka3piBait maponu, TenedoHsl, aapeca,
JIaTy TBOETO POXKACHUS U APYTYIO JUUHYIO HHOOPMALIHIO. 370YMBIIUIEHHUKA MOTYT
UCITOJIB30BaTh JIaXk€ MH(POPMALUIO O TOM, KaK Tbl U TBOH POAUTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIBL;

3. 3amuinail CBO pemyTaIuio - AEPKHU €€ B YUCTOTE U 3a7aBail cebe BOIpoc:
X0Tea Obl Thl, YTOOBI JAPYTHE IOJIb30BATEIM BHJIEIH, YTO ThI 3arpyKaeuib?
[Togymaii, mpeskJie 4eM 4TO-TO OMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecii TBI TOBOPHILB C JKOJAbMHU, KOTOPBIX HE 3HAClIb, HE HUCIIOJIB3YH CBOE
peanbHOE UM U IPYTyI0 JUYHYIO MH(OPMAIMU: UMs, MECTO JKUTEIbCTBA, MECTO
y4eObl U poyee;

5. N3berail pazmemenust gotorpaduii B IHTEpHETE, TNIe THI U300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. [Ipu perucrpaiiuu B COIMAIbHON CETH HEOOXOAMMO UCTIOIb30BaTh CJI0KHbBIE
NapoJiv, COCTOSIIME U3 OYKB U U U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. J1ns coliManabHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAMMO UCIIOJIH30BATh
pasHbIe mapoin. Torma eciu Te0s B3JIOMAaOT, TO 3JI0YMBIIIJICHHUKH IOJydaT JOCTYII
TOJIBKO K OJJTHOMY MECTY, @ HE BO BCE Cpa3y.

JJIEKTPOHHDbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YAOOHBIM CHOCOO IUIATEXKEW, OJIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOIYyYUTh 3TU JCHBTH.

QHGKTPOHHBIC JCHBI'H ITOABHUJINCH COBCEM HCIABHO M MMCHHO H3-3a4 3TOI'O BO
MHOTHUX IoCyaapCTBax J0 CUX IMOP HEC ITPOITMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTHCAHO B 3aKOHE, T UX
pasnensoT Ha HECKOJIbKO BHUOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3perniacTcs MPOBOIAUTHL OIeparun 0e3
UACHTU(UKAIINY TT0JIb30BATEISI, @ B HCAHOHUMHBIX WICHTU(GUKAIUS TTOTH30BaATEISA
SBJISIETCS 00S3aTEIBLHOM.



Taxxe cremyer pa3nuuaTh dSJEKTPOHHBIE (UATHBIE JACHBIU (pPaBHBI
rOCyJapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE ACHBIM (HE PaBHbI
roCyAapCTBEHHBIM BAJIIOTaM).

OcHoBHEBIE COBETHI 0 O€30MIaCHOM pa60Te C OJICKTPOHHBIMHU JICHBI'aMHU:

1. IlpuBsbxu Kk cueTy MOOUIBHBIN TenedoH. ITO camblil YIOOHBINA U OBICTPHIi
CIocOo0 BOCCTaHOBUTH JIOCTYN K cueTy. lIpuBs3aHHBIA TenedoH MOMOXKET, eCIu
3a0yJemb CBOM IUIATeXKHBIA Maposib WM 3aiijiellb Ha CalT € HE3HAKOMOI'O
YCTPOWCTBA;

2. Hcnonb3yit omHopa3oBble mnaposu. [locie mepexona Ha YCHUIIEHHYIO
aBTOpHU3allMIi0 TeOe yke He OyIeT yrpokaTh OMacHOCTh KPaKM WIIM TepexBara
IJIATEKHOTO MapOJIs;

3. BoiOepu cnoxHblii napoiib. IlpectynHukam Oyner He MpOCTO yrajaaTh
CJIOKHBIN 1apoiib. HaxexxHble apoiy - 3T0 Maposiv, KOTOPBIE CONEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B €051 CTPOYHBIE U IPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (yHTa, BOCKJIMLATENbHBIA 3HAK M T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS T0YTa - 3TO TEXHOJIOTUSI U MPENOCTABIAEMBIE €10 YCIYTH IO
MEPEChUIKE U MOJYYCHHUIO IJICKTPOHHBIX COOOIIEHHH, KOTOPBIC paCIpeICSIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO DIEKTPOHHBIM IMOYTOBBIM SIIUK  BBITJISIUT
CIICAYIOIIMM 00pa30oM: UMsI_TIOJIb30BaTeIA(@UMS_JoMeHa. Takke KpoMe repeaun
MPOCTOT0 TEKCTa, UMEETCS BO3MOKHOCTh TIepeaBaTh (hauJibl.

OCHOBHBIE COBETHI 110 O€30MACHON pabOTe C MIEKTPOHHOUN MOUTOM:

1. Hago BwIOpaTh NpaBUJIBHBIM TIOYTOBBIM cepBuUC. B uHTEpHETE e€CTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TOBEPSTH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3pIBaii B TMYHOU MoyTe JIMYHYIO HHPopManuto. Hanpumep, mydiie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unu "pok2013" BmecTo "Temal3";

3. Ucnonb3yii ABYX3TaNHYIO aBTOPU3AIMI0. DTO KOra IOMUMO MapOoJIsi HYKHO
BBOJUTH KOJ, MpUChLIaeMbIi M0 SMS;

4. BeiObepu CIIOXKHBIN Mapob. [ KakI0ro Mo4YToOBOTO SIITUKA TOJKEH OBITh
CBOW HAJEXHBIN, YCTOWYUBBIN K B3JIOMY [1apOJib;



5. Ecmu ectb BO3MOXHOCTH HaIlKMCaThb CaMOMYy CBOM JIMYHBIM BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOKHOCTb;

6. Mcnosib3yii HECKOJIBKO MOYTOBBIX SITMKOB. [IepBbIi 1J1s1 YaCTHOM NEPETUCKU
C aJpecatamMH, KOTOPHIM Tbl JOBEpsCIlb. IJTO SJIEKTPOHHBIA aapec HE Haao
WCITOJI30BATh TIPH PETUCTpaliy Ha (hOpyMax U cailTax;

7. He oTkpeiBail ¢aiinpl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIH OHU
OPUILUIM OT TBOMX Jpy3ell. Jlyuine yTouHM y HUX, OTIpPaBISUIM JU OHU TeOE ITH
(baiisr;

8. ITociie okoHYaHUs paOOTHI Ha TIOYTOBOM CEPBHUCE IIEPE/] 3aKPHITUEM BKIIA KU
C caiiToM He 3a0yap HaKaTh Ha "BeiidT".

KubepOysimHr UM BUPTYaJbHOE U3/1€BaTEeILCTBO

KubepOymummHar - mpecieqoBaHHE€ — COOOIICHUSMH,  COJEp KaIluMHU
OCKOPOJICHMS, arpeccuio, 3aIyruBaHue; XYyJIMTAaHCTBO; COIIMAJIBHOE
OOMKOTHUPOBAHHUE C IIOMOIILIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOEPOYIUTUHTOM:

1. He Opocaiics B 60ii. JIyumuii crioco6: mOCOBETOBATHCS Kak ce0sl BECTH W,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4alle yCIOKOUTHCS. Eciu Thl
HaYyHElIb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHHS, TO TOJIBKO €Iie OoJiblie
Pa3oXKeIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHOHUMHOCTb B ce€TH MHMMasi. CyIlIeCTBYIOT CITIOCOOBI BBIICHUTD, KTO CTOUT
32 aHOHMMHBIM aKKayHTOM;

4. He crout BecTH XynuraHCcKuii o0Opa3 BHUpPTyaJibHOW >ku3HU. MHTepHer
(buKcUpyeT Bce TBOM JEHCTBHS M COXpAaHSIET UX. YJaIUThb UX OyJIeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. WrHopupyit enunuuHbIA HeratuB. OHOpPA30BBIE OCKOPOHWTEIBLHBIE
COOOIIIEHHUsI TyUllle ITHOpUpoBaTh. OOBIUHO arpeccus MpekpaliaeTcs Ha HayaabHOU
CTaJluu;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B
COIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKUA COOOIICHUNA C
ONPEAEIECHHBIX aJIPECOB;



8. Ecnu ThI cBuzmerens kubepOysuinHra. TBou OeHCTBUS: BBICTYIUTH MPOTHB
IIpeciieloBaTeNs, MOoKa3aTb €My, Y4TO €ro JACUCTBUS OLICHUBAIOTCS HETaTHBHO,
HOJIEpkKaTh KEPTBY, KOTOPOHW HY)KHA IICHXOJIOTMYECKAass IOMOIb, COOOILUTH
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MOBEICHUS B CETH.

MooOmiabHbIi TesaedoH

CoBpeMeHHbIEe cMapT(OHBI U IUIAHIIETHI COACPKAT B ceOE BIOJTHE B3POCIHBIN
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYpPHUPOBaTh CO CTaI[MOHAPHBIMU
KoMmmnbioTepamu. OIHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Maso. TecTupoBaHUE U TTOUCK YSA3BUMOCTEHN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak ju1s [1K, To e camoe kacaeTcs U MOOUIIbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAaKTUYECKH TOTHAJIN HACTOJIbHBIC
aHaJIOTH, OJHAKO paclIMpeHue (yHKIMOHAJIa BIEYET 3a COo0OW OOoNbIIyIO
CJIOKHOCTb Y MEHBIIIYIO 3aIIHUIIEHHOCTb.

I[EU'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBH€HI/IH, 3daKPbIBAIOIIUC
KPUTHUYICCKUC YA3BUMOCTHU IOJII CBOUX yCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MAaCHOCTH MOOMIIBHOTO TesedoHa:

Hudero He sBisieTcss mo-HacToseMy OecruiaTHeIM. Byabs ocTtopokeH, Bedb
Korjia Tede mpeayaratoT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexie ueM otnpaButb SMS, (hoTo minu Bu€o. Thl TOUHO 3HAEIIb, IE
OHHU OYJyT B KOHEYHOM UTOre?

Heo6xoaumo 0OHOBIIATH OMIEPAIMOHHYIO CUCTEMY TBOETo cMapThOHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTsI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxaii mpuioKeHHsI OT HEU3BECTHOTO HMCTOYHHKA, BEIb OHU MOTYT
COJIepKaTh BPEJAOHOCHOE MTPOTPAMMHOE 00ECIICUCHUE;

[Tocne Toro xak Thl BBIAJEHIL C CaidTa, I€ BBOAWI JMYHYIO HMH(OpPMAIUIO,
3aiiIi B HACTPOMKHU Opay3epa u ynanu cookies;

[Tepynoanyecku mpoBepsiii, KAKUE IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMEp MOOWJIBHOrO TeiepoHa TOJBKO JIOJSAM, KOTOPBIX ThI
3HaeIb U KOMY JOBEPSCIIb;

Bluetooth momxken OBITH BBIKIIOYEH, KOT/IAa Thl UM HE MOjb3yemibcs. He



3a0bIBall MHOT 1A TIPOBEPSTH ITO.
Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHHS,
00BETUHSIOIINE COTHH THICSY YEJIOBEK 0 BceMy MUpY. UTpOKHU UCCIIeAYIOT JaHHBIH
UM MUD, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 33JaHuUs, CPAXKAIOTCS ¢ MOHCTPaMHU
U TIOJIyYalOT OIBIT. 3@ yIOBOJBCTBUE OHU IUIATAT: MOKYMAIOT TUCK, OTUIAYHBAIOT
aOOHEMEHT UM MPUOOPETAIOT KaKHe-TO OMIIHH.

Bce atu cpeacTBa uayT Ha mojepKaHUE U PA3BUTHUE UTPHI, a TAKKE HA CaMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
naTyu (Hu@poBbIe 3a1IaTKU ISl IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mog0o0HbBIX UTpax CTOUT OMAacaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)k TBOETO IMapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIUU OOJIHIIIMHCTBA
urp.

OCHOBHBIC COBETHI IT0 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecniu npyroit urpok BeneT cels MIOX0 WK co3/1aeT Tede HEMpUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxamyiics aAMUHHACTPATOPAaM UIPHI Ha IUIOXOE MOBEAECHUE ITOTO UIPOKA,
YKEJIATEIIbHO IIPUIOKUATH KaKKE-TO J10Ka3aTelIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii muunyo nHbopMaIuio B mpodaiiie urpsl;
4. YBaxai Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranapnuBaii HeopuImaabHbIe TATYH U MOJIBI,

6. Mcnosnb3yii CII0XKHBIE U pa3HbIE MTApOJIH;

7. axe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oka Tl urpaems,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIHHT WA Kpaika JIMYHbIX JaHHBIX

OOBIYHOM KpaXkel JeHer U JOKYMEHTOB CETOAHS )K€ HUKOTO HE YJIUBUIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA TEPEMECTUIUCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "MIOOUMBIM" JEIOM.

Tak mosiBUIach HOBas yrpo3a: WHTCPHET-MOUICHHUYECCTBA WJIW (DUIIHHT,
rJIaBHAs 1€ KOTOPOTO COCTOMT B TMOJMYYEHUH KOH(PUACHIIMAIBHBIX JTaHHBIX
MOJIB30BATEJIEH - IOTHHOB U maposiei. Ha anrnuiickom si3pike phishing yntaercs kak



¢ummHr (ot fishing - peibHas 0B, password - mapob).
OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecitu ThI 1To103peBactiib, 4TO TBOS aHKeTa ObliIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUpPOBAaTh €€ U COOOIIUTH aIMUHHCTpATOpam
pecypca 00 3TOM Kak MOXHO CKOpEE;

2. HCHOHLSYﬁ Oe30macHEIe Be6-CaﬁTBI, B TOM YHCJIC, HHTCPHCT-MAlra3nHOB U
ITIOUCKOBBIX CUCTCM,

3. Hcnonb3yil ClOXHBIE W pa3Hble Mapoyu. TakuMm o00pa3oM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBINIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJIHOMY TBOEMY
po(UITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B31I0Mald, TO HEOOXOAMMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI y T€0S B APY3bsiX, O TOM, UTO T€Os B3JIOMAJIU U, BO3SMOKHO, OT
TBOEr0 UMEHH OyJIET PacchlUIaThCA ClIaM U CChUIKU Ha (PUILIMHIOBBIE CANTHI;

5. YcranoBu HaaexHbid napoib (PIN) Ha MOOMIBHBIN TENE(OH;
6. OTKJII0YM COXpaHEHHUE MapoJisl B Opaysepe;

7. He oTkpbiBail Qailibl U Apyrue BIOKEHHS B MUChbMax, Jake €CIU OHU
NPUIUIM OT TBOUX Jpy3el. Jlyuine yTouHM y HHMX, OTIPABISUIM JIM OHU T€OE ATH
(baibl.

udposasi penyrauus

[Mu¢posast penyTtanus - 3T0 HEraTUBHAs WM MMO3UTUBHAS HH(POpPMAIUS B CETH
o tebe. Kommpomerupyromas nHpopMaius, pasMelleHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa30M OTpPa3UThCS Ha TBOeH peanbHOM xu3HU. "lludposas
penyTtanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyerca u3 undopmanuu o Tede B
UHTEpHETE.

TBOE MECTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue MNOAPOCTKM JIETKOMBICICHHO OTHOCSTCS K MyOJMKAalMU JIMYHOM
uHpopmanuu B MHTEepHETE, HE MOHKMMAsi BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MeIlleHHas 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTtapuu, pazmenienue TBoux ¢poTorpaguii u Ipyrue A1ecTBUs MOTYT HE
MCUYE3HYTh JaXe I0CIIE TOT0, KaK Thl X YAAIMILIb. bl HE 3HACIIb, KTO COXPAHWII 3Ty
uHbOpMallMIo, MOMNaNa JId OHA B MOMCKOBBIE CHUCTEMbI U COXpaHWIACh JIM OHA, a



[JIABHOE: YTO MOAYMAIOT O T€OE OKPYKAIOIIUE JIFOAH, KOTOPhIE HANAYT U YBUIAT
sT0. Haiitu uH(popMalnio MHOTO JET CIYCTS CMOXET JH00M - Kak U3 J00phIX
noOyXIeHHH, TaK U ¢ HAMEPEHUEM MPUYUHUTD Bpel. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 0 3aIIUTE HUPPOBOH peryTaIllUu:

1. IToxymaii, mpexae 4yeM 4To-To MyOJMKOBATh U MepeaaBath y ceds B Oiore
WIN B COIUAIIHON CETH;

2. B Hactpoiikax mpoduis yCTaHOBHM OTPAaHUYCHUS HA TPOCMOTP TBOETO
pouIIs U €ro COACPKUMOTO, CACIIal €ro TOJIBKO "1ist mpy3eit';

3. He pa3smemaili u He yka3biBail HHGOpPMAIMIO, KOTOpas MOXET KOro-iuoo
OCKOPOJIATH UJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE IIKOJIBHUKM - AKTUBHBIE IIOJIb30BATE€IM  LU(PPOBOTro
npoctpaicTBa. OJHAaKO JajleKko HE BCE 3HAIOT, YTO II0Jb30BAHME MHOTHMMH
BO3MOXKHOCTSIMU ~ IIMPpoBOro  mupa Tpedyer  coOMOAeHHs MpaB  Ha
MHTEIJIEKTYAJIbHYI0 COOCTBEHHOCTb.

Tepmun "UHTEIUIEKTyallbHasi COOCTBEHHOCTBH'" OTHOCUTCA K pPa3IuYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAyMHAas C HOBBIX H300pETEHUI U 3HAKOB,
0003HavaroMKX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHYMBAasl KHUTAMH,
dboTorpadpusiMu, KHHOQUIEMaMH U MY3bIKJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO TpaBa Ha HMHTEIUICKTYyaJIbHYI0O COOCTBEHHOCTH Ha
MPOM3BEICHUSI HAYKHU, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIM/TBOPUECKUN TPYyJ aBTOpa HE
OyJIeT HampacHbIM, J1acT €My CHpaBeIMBbIE BO3MOXXHOCTH 3apadoTaTh Ha
pe3yabTarax CBOEro TpyHAa, MOJIYYWUTh W3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspeuieHus aBTOpa HE  MOXKET  BOCHPOU3BOJAUTH  €r0  IPOU3BEICHHUE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCHOJHATH, MOKA3BIBATH/UCIIONHATH B ddUpe WIH
pasmewars B IHTEpHETE.

Hcnonp3oBanue "muparckoro” mporpaMMHOTO 0OECTICYEHHSI MOKET MPUBECTU
K MHOTHM PHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJIe yCTaHOBJIEHA HeJlerajibHas mporpamma. He ctout Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JieTajbHbIE U OeCIIaTHBIE MPOTPAMMBbI, KOTOPbIE MOKHO HAWTH B
CETH.

O nopraJue

CeteBU4OK.p( - TBOI TTIaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O



0€30MacHOCTH B CETH MOHSATHBIM U JIOCTYIMHBIM SI3bIKOM, a MPU BO3HUKHOBEHHU
KPUTUYECKON CHUTyallud OOPATUTHCS 3a COBETOM. A TakXe MPUHATH Yy4acTUE B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



